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Summary

I am an ethical hacker and red teamer fueled by a relentless drive to explore, understand, and secure the
digital world. With experience across penetration testing, IoT security, and CTF player, I approach every
challenge with a mindset rooted in creativity, logic, and precision. My journey through Hack-X Club and
ParamSafe has taught me to transform vulnerabilities into opportunities for learning and defense.

Work Experience

Robotics & Innovation Intern Jan 2025 - May 2025

Worked as a Robotics and Innovation Intern, contributing to the design and development of automation-
driven systems and IoT-based solutions. Gained hands-on experience in integrating hardware with soft-
ware to improve system efficiency, reliability, and security.

Projects

Lightweight IDS using Suricata and Raspberry Pi 5

Built a custom Intrusion Detection System on Raspberry Pi 5 using Suricata, focusing on lightweight de-
ployment and real-time packet analysis. This project strengthened my understanding of network forensics,
rule creation, and traffic-based threat detection.

DDoS Simulator

Designed a Python-based DDoS simulation system to evaluate and improve Suricata IDS detection effi-
ciency in controlled environments. Simulated high-volume traffic scenarios to analyze response thresholds,
tune rule sets, and strengthen network resilience across IoT and embedded devices.

Education

2025 - 2028 B.Tech ECE [AI-ML] MIT- World Peace University
2022 - 2025 Int. B.Tech ECE [AI-ML] MIT- World Peace University (GPA: 8.06/10.00)
2022 Class 10th Some Board (79%)

Technical Skills

• Programming Languages: C, Python, Bash

• Web Technologies: HTML, JavaScript, API

• Offensive Tools: Burp Suite, Metasploit, Nmap,
Hydra, sqlmap, dirsearch, John the Ripper,
Aircrack-ng

• Defensive Tools: Suricata, Wireshark, Snort

• IoT/Hardware: Raspberry Pi, Arduino,

ESP8266, Sensor Integration, Network Device
Monitoring

• Platforms & Environments: Linux (Ubuntu,
Kali), Windows, Docker, VirtualBox, Raspberry
Pi OS

• Soft Skills: Problem Solving, Team Collabo-
ration, Technical Writing, Leadership (Hack-X
Club), Mentorship, Continuous Learning

https://github.com/AlcesOzdst
https://linkedin.com/in/parthdoshi404
https://alcesozdst.com
mailto:parthdoshi404@gmail.com
tel:7709906201


Online Courses

• APISec University: API Security Fundamen-
tals (June 2024)

• Google Cloud: Build a Secure Google Cloud
Network (Sept 2024)

Others

• Hobbies: Sketching, Cooking • Languages: English, Hindi, Gujarati

Declaration

I hereby declare that all the details provided above are true to the best of my knowledge and belief.

Location: Pune, Maharashtra (India) (Parth Santosh Doshi)
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